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BOOL CreateProcess(
LPCTSTR IpApplicationName,// pointer to name of executable module
LPTSTR IpCommandLine, // pointer to command line string
LPSECURITY_ATTRIBUTES IpProcessAttributes, // process security attributes
LPSECURITY_ATTRIBUTES IpThreadAttributes, // thread security attributes
BOOL bInheritHandles, // handle inheritance flag
DWORD dwCreationFlags, // creation flags
LPVOID IpEnvironment, // pointer to new environment block
LPCTSTR IpCurrentDirectory, // pointer to current directory name
LPSTARTUPINFO IpStartupInfo, // pointer to STARTUPINFO
LPPROCESS_INFORMATION IpProcessIinformation // pointer to
PROCESS_INFORMATION

)
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RtIDosPathNameToNtPathName_U (char* IpPath,
RTL_STRING *NtPath,
BOOLEAN AllocFlag,
RTL_STRING *Reserved);
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NTSYSAPI
IOSTATUS
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NtOpenFile (OUT DWORD* Handle, IN ACCESS_MASK DesiredAccess,
OBJECT_ATTRIBUTES* ObjAttr, PIO_STATUS_BLOCK IoStatusBlock,
DWORD ShareAccess, DWORD OpenOptions);
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NTSYSAPI
NTSTATUS
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NtCreateSection(



OUT PHANDLE SectionHandle,

IN ACCESS_MASK DesiredAccess,

IN POBJECT_ATTRIBUTES ObjectAttributes OPTIONAL,
IN PLARGE_INTEGER MaximumSize OPTIONAL,

IN ULONG Protect,

IN ULONG Attributes,

IN HANDLE FileHandle OPTIONAL

)
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DesiredAccess=(flProtectLow==PAGE_READWRITE)?STANDARD_RIGHTS_REQUIRED|7
STANDART_RIGHTS_REQUIRED | 5;
DesiredAccess A 7] LLEL P ME., MCreateProcessW i B T

NtCreateSection ( &SectionHandle, STANDARD_RIGHTS_REQUIRED| Ox1F,
NULL, &gwMaximumSize,
PAGE_EXECUTEREAD, SEC_IMAGE, NtFileHandle );
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NTSYSAPI NTSTATUS NTAPI
NtQuerySection(
IN HANDLE SectionHandle,
IN SECTIONINFOCLASS SectionInformationClass,
OUT PVOID SectionInformation,
IN ULONG SectionInformationLength,
OUT PULONG ReturnLength OPTIONAL

)
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Struct SECTION_INFO_CLASS1 {
DWORD EntryPoint;
DWORD field_4;
DWORD StackReserved;
DWORD StackCommited;
DWORD SubSystem;
DWORD ImageVersionMinor;
DWORD ImageVersionMajor;
DWORD unknownl;
DWORD Characteristics;



DWORD Machineg;
DWORD Unknown[4];
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NtCreateProcess(
OUT PHANDLE ProcessHandle,
IN ACCESS_MASK DesiredAccess,
IN POBJECT_ATTRIBUTES ObjectAttributes,
IN HANDLE ParentProcess, //-1
IN BOOLEAN InheritHandles,
IN HANDLE SectionHandle,
IN HANDLE DebugPort OPTIONAL, // NULL
IN HANDLE ExceptionPort OPTIONAL //NULL

)
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NtSetInformationProcess(
IN HANDLE ProcessHandle,
PROCESSINFOCLASS Classlnfo,
IN PVOID Information,
IN ULONG Length,

)
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NtQueryInformationProcess(

IN HANDLE ProcessHandle,

IN PROCESSINFOCLASS ProcessinformationClass,
OUT PVOID ProcessInformation,

IN ULONG ProcessInformationLength,

OUT PULONG ReturnLength OPTIONAL

);
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typedef struct _PROCESS_BASIC_INFORMATION {
NTSTATUS ExitStatus;
PPEB PebBaseAddress;
KAFFINITY AffinityMask;
KPRIORITY BasePriority;
ULONG UniqueProcessld;



ULONG InheritedFromUniqueProcesslid;
} PROCESS_BASIC_INFORMATION;
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FreeReserved=SizeReserv-SizeCommited;
ReservedAddr+=FreeReserved;
if(SizeReserved < =SizeCommited) fl=0;
else {

ReservedAddr-=Delta;

SizeCommited+=Delta;

fl=1;

b

NtAllocateVirtualMemory(Han,&ReservedAddr,0,SizeCommited,1000,4);

//[skipped]

NtProtectVirtualMemory
(ProcHan,&ReservedAddr,Delta,PAGE_READWRITE|PAGE_GUARD,&OIdProt);
/* YVirtualProtectExy i */
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***Stack***

--------------- ?-ReservedAddr

| |

| |

| RESERVED |<- SizeReserved - (SizeCommited+Delta)
| |

|-=====m=mmmme- |-CommitedAddr

| GUARD PAGE |<- Delta

e |

| READ_WRITE |<- SizeCommited
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.text:77F04B99 mov eax, large fs:18h
.text:77F04B9F mov  ecx, [eax+30h] ; PEB
.text:77F04BA2 mov eax, [ecx+54h] ; READ ONLY DATA

; ReadOnlyStaticServerData
.text:77F04BA5 mov  edx, [eax+4]



[skipped]
.text:77F04BB1 mov  esi, [edx+128h] ; Delta

TEX— ¥y B, EAX T fa b H T AT A SRR M 2R K, XA RO R 4w, 448, B
25 RS T HER IO 5 8 2R S B S A 8 0, X e (5 B A0 B S MEAE RIS TP 45381 T4
52, 455, HifTBaseCreateStack & i 7 StackInformation 5 i) 14,

Typedef struct _StackInformation
{
DWORD ReservedO;
DWORD Reservedli;
DWORD AddressOfTop;
DWORD CommitAddress;
DWORD ReservedAddress;
} StackInformation;
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BaselnitializeContext(PCONTEXT Context, // 0x200 bytes
PPEB Peb,

PVOID EntryPoint,

DWORD StackTop,

int Type // union (Process, Thread, Fiber)

)
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NtCreateThread(
OUT PHANDLE ThreadHandle,
IN ACCESS_MASK DesiredAccess,
IN POBJECT_ATTRIBUTES ObjectAttributes OPTIONAL,
IN HANDLE ProcessHandle,
OUT PCLIENT_ID ClientID,
IN PCONTEXT Context, /* see _BaselnitializeContext */
IN StackInformation* StacklInfo, /* see _BaseCreateStack */
IN BOOLEAN CreateSuspended /* ==1 */

)
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